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NamatKa gna obyyarowmnxca 06 uHpopmaumoHHou 6esonacHocTu aetei

Henb3a

Bcem noapsaa coobuwaTh CBOK YacTHYO MHbOPMauuio (HacToswme umsa, bamuanio, TenedoH, agpec,
HOMep LLKO/bI, a TaKKe PpoTorpadumn cBou, CBoen cemMbu 1 Apy3en);

OTKpbIBaTb BNOMKEHHbIE $ai/ibl SNEKTPOHHOM MOYTbI, KOrAa He 3Haelb OTNPaBUTENS;

MpybuTb, NPMAMPATLCA, OKa3biBaTb AaB/EHUE - BECTM Ce6s HEBEXK/IMBO U arpecCcUBHO;

He pacnops:alica aeHbramu TBoel cembu 6€3 paspeLleHmna CTapLlumx - BCeraa cnpawimean poantenen;
He BcTpevalica ¢ MHTepHEeT-3HaKOMbIMU B peanbHOM KM3HU - MOCOBETYICSA CO B3POC/bIM, KOTOPOMY
Aosepnellb.

OCTOpPOXKHO

He Bce nuwyT npasay. YnTaewsb o cebe Henpasay B MHTepHeTe - coobLLM 06 3TOM CBOMM POAUTENSAM UM
oneKkyHam;

MpurnawatoT NnepenncbiBaTbCs, UrpaTb, 0BMEHNBATLCA - NPOBEPb, HET /M NOLBOX3;

HesaKkoHHOe KonunpoBaHue $paiinos B UHTEpHETE - BOPOBCTBO;

Bcerga pacckasbiBaii B3pOC/ibiM O Npobiemax B CETU - OHU BCEraa NOMOryT;

Mcnonb3yit HacTPOMKM 6e30MacHOCTM U NPUBATHOCTU, YTODObI HE MOTEPATbL CBOWM aKKayHTbl B COLLCETAX U
ApYyrux noprtanax.

Mo3KHo

YBarkall gpyrux nosb3osaTtenem;

Monb3yewbca MHTEPHET-UCTOUHMKOM - Aenail CCbIIKY Ha Hero;

OTKpbIBall TONIbKO TE CCbINIKKU, B KOTOPbIX YBEPEH;

O6palLaTbcA 3a NOMOLLbIO B3POC/bIM - POAMTENMU, ONEKYHbI U aAMUHUCTPALLMA CaTOB BCeraa NoMoryT.

NHdopmalmMoHHas namsaTKa 41 0O6yYaloWmnxXca Ansa pasmelleHna Ha odULMasbHbIX UHTEPHET-
pecypcax

C KaXK/bIM ro40M MOJIOAEHKM B UHTEPHETE CTaHOBUTLCA 60/blie, @ WKOAbHUKA OAHWN U3 CAMbIX aKTUBHbIX
nonb3oBaTtenei PyHeTa. Mexay Tem, NTOMMMO OFPOMHOIO KOJIMYECTBA BO3MOMKHOCTEN, MHTEPHET HEeceT u
npo6aembl. ITa NamATKa AOJIKHa NoMo4b Tebe 6e30MacHO Haxo4MTbCA B CETHU.

KomnbloTepHble BUPYCbI

KoMMbloTEPHBIN BUPYC - 3TO PAa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpamm, OTANYUTENbHOW 0COBEHHOCTbIO
KOTOPOW ABAAETCA CMOCOBHOCTb K Pa3MHOXKEHUIO. B AONONHEHNE K 3TOMY, BUPYCbl MOTYT NMOBPEAUTb NN
MOMIHOCTBIO YHUUTOMXKMTb BCE Baitfibl U faHHble, MOAKOHTPO/IbHbIE NOb30BATENI, OT MMEHU KOTopOoro 6bina
3anyLieHa 3apaKeHHas NPorpamma, a TakKe NOBPEAUTb UM AaXKe YHUUTOXKUTb ONePaLMOHHY0 CUCTEMY CO
Bcemm daitnamu B LeNom. B 60/bLUMHCTBE C/ly4aeB PacnpoCTPaHAIOTCA BUPYCbl Yepe3 UHTEPHET.

MeToabl 3aWuUTbl OT BPEeAOHOCHbIX Nporpamm:

Mcnonb3yit coBpemeHHble onepaLMoHHbIe CUCTEMbI, MMEIOLLLME CEPbE3HbIN YPOBEHb 3aLLUTbI OT
BPELOHOCHbIX MPOrpamm;

MoCcToAHHO yCTaHaBAMBaW NayuTh (UMPPOBbIE 3aMaaTKM, KOTOPble aBTOMaTUUYECKM YCTaHaB/IMBAIOTCA C
Lenblo 4opaboTKM Nporpammbl) U apyrme 06HOBAEHMA CBOEM onepaLyoHHOl cucTembl. CKaunBait Ux
TONbKO ¢ odMLManbHOro calita paspaboTtumnka OC. Eciv cyLecTByeT pexKMm aBTOMaTUYeCKoro
06HOB/IEHUSA, BK/IOUN €ro;

Pa6oTait Ha cBoem KomMbloTepe Mo NpaBaMu Nob30BaTe s, @ He aAMUHUCTPATOPA. ITO He NO3BOAUT
60/bLIMHCTBY BPEAOHOCHbIX MPOrpamm UHCTaIMPOBATLCA Ha TBOEM MepPCOoHaIbHOM KOMMbIOTEpPE;



Mcnonb3yit aHTUBUPYCHbIE NPOrpaMmHble NPOAYKTbl U3BECTHbIX MPOU3BOAUTENEN, C aBTOMATUUECKUM
obHoBNeHNem b6a3s;

OrpaHnyb GU3MYECKMIA AOCTYN K KOMMbIOTEPY A5 MOCTOPOHHUX KL,

Ncnonb3yit BHEWHNE HoCUTeNN MHPOPMALMKM, TaKUE KaK GellKka, AUCK nan daiin us MHTepHeTa, TONbKO
M3 NPOBEPEHHbIX UCTOYHMKOB;

He oTKpblBalt KOMMblOTEPHbIE Paliibl, MONYYEHHbIE U3 HEHAAEMHHbIX UCTOYHUKOB. [laxe Te daibl,
KOTOpble MPMCcaan TBON 3HaKOMbIN. JTydlue YTOUYHW Y HEro, OTNPaBsas In OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA Nepeaayn AaHHbIX, HE TEXHOI0TUS, a BCEro Anlb 6peHa, mapKa. Ewe 8 1991 roay
HUAepNaHACKan KoMMNaHuA 3aperucTpuposana bpeHa "WECA", yto ob6o3Hayano cnosocoyeTtaHue "Wireless
Fidelity", koTopbIi nepeBoamMTCA Kak "becnposogHan TOYHOCTL".

[o Hawero BpemeHu aoLwwna apyran abbpesnaTtypa, KOTOpan ABNAETCA TAKOM e TexHoNnornemn. 1o
abbpesuatypa "Wi-Fi". Takoe Ha3BaHUe 6blN0 AaHO C HAMEKOM Ha CTaHAapT BbiCLLEN 3BYKOBON TEXHWUKM Hi-
Fi, uTo B NnepeBoae 03Ha4aeT "BbICOKAsA TOYHOCTL".

[a, 6ecnnatHbIN MHTEPHET-J0CTYN B Kade, OTeNsAX U a3ponopTax ABNAETCA OTIMYHOM BO3MOXKHOCTbIO BbIXO43
B MHTEPHET. HoO MHOrMe 3KCnepTbl cCYnTatoT, YTo obweaoctynHblie Wi-Fi ceTn He siBnatoTca 6e3onacHbIMu.

CoBeTbl No 6e3onacHocTH paboTbl B 06weaocTynHbix cetax Wi-fi:

He nepepaBait cBoo NYHYyIO MHPOpMaLMio Yepes obweaocTynHble Wi-Fi ceTn. PaboTan B HuX,
KenaTesibHO He BBOAWUTb Napon A0CTYNa, 10rMHbI M KaKne-To HOMepa;

Ucnonb3yit u 06HOBAAN aHTUBUPYCHbIE NPOrpammbl U BpaHamayep. Tem cambim Tol 0b6e3onacuwb cebs ot
3aKayKu BMpPYyCa Ha TBOE YCTPOICTBO;

Mpwu ncnonbsosaHuu Wi-Fi otkntoum dyHkumio "O6wmin goctyn K dpannam u npuHtepam". JaHHaa GyHKuUmA
3aKpbITa NO YMONYaHUIO, OAHAKO HEKOTOPbIE NO/1b30BaTE/IM aKTUBUPYIOT ee AN yaobcTBa NCNoNb30BaHMA
B paboTe nau yyebe;

He ncnonb3yit nybamynbii WI-FI ana nepegayum AnMUHbIX AaHHbIX, HAaNpPUMep, AN BbiX04a B COLMa/bHbIE
CeTU UNU B 3/IEKTPOHHYIO MOUTY;

Mcnonb3yit ToNbKO 3alumeHHoe coegnmHeHue yepes HTTPS, a He HTTP, T.e. npu Habope Beb6-agpeca
BBOAM MMeHHO "https://";

B mobunbHoM TenedpoHe oTkaoum dyHKumio "MogkntodeHne K Wi-Fi aBTomaTnueckun'. He gonyckam
aBTOMAaTMYECKOr0 NOAK/OYEHUSA YCTponcTBa K ceTam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble cetu

CoumanbHble CETU aKTUBHO BXOAAT B HaLLY KMU3Hb, MHOTUE /Il0AM PaboTaloT U 3KMBYT Tam NOCTOAHHO. MHorue
NoNb30BaTE/IM HE NOHMMAIOT, YTO MHPOPMaLMA, PA3SMELLEHHASA MMM B COLIMANbHbIX CETAX, MOXKET BbITb
HallgeHa 1 MCNoNb30BaHa KeM YrofHOo, B TOM YMcie He 06A3aTesibHO ¢ 61arMMmn HamepeHUaMU.

OcHoBHbIe coBeTbl N0 6e3onacHOCTH B COoUuMaNIbHbIX CceTax:

OrpaHunyb CNUCOK Apy3en. Y Tebs B A4py3bax HE A0NXKHO ObITb C/TyYalHbIX M HE3HAKOMbIX Nt04eN;
3awmLLalt cBOK YaCTHYHO XM3Hb. He yKasbiBai naponu, TenedoHbl, agpeca, AaTy TBOEMO POXKAEHUA U
APYIYI0 IMYHYI0 MHPOPMALMIO. 3/10YMbILLIIEHHUKN MOTYT UCMO/Ib30BATh AaXKe MHPOPMALLMIO O TOM, KaK Tbl
W TBOU POAUTENN NAAHUPYETE NPOBECTU KaHUKYbI;

3awmuali cBoOto penyTaumio - AepKu ee B YUCTOTe M 3afaBali cebe Bonpoc: XxoTen 6bl Tbl, YTOGbI gpyrme
MoNb30BaTENIM BUAEN, YTO Tbl 3arpyKaelwb? Mogymai, npexae Yem 4To-To onybAnKoBaTb, HanNMcaTb U
3arpysuTb;

EC/M Tbl FOBOPULLb C /I0AbMM, KOTOPbIX HE 3HAELUb, HE UCMO/b3YI CBOE PeasibHOE UMSA U APYTYIO INYHYIO
MHPOPMaLLMU: MMSA, MECTO KUTENBCTBA, MECTO y4ebbl 1 npoyee;

M3beralt pasmelyeHuns ¢oTorpaduii B UHTEPHETE, rae Tbl MU306parKeH Ha MECTHOCTU, MO KOTOPOM MOXKHO
onpeaenuTb TBOE MECTOMNO/IONKEHMUE;



Mpu perncTpaumm B coumanbHOM ceT HeobX0AMMO MCMOb30BaTb COMKHbIE NAaposn, cocToALMe 13 BYKB 1
UndpP 1 C KOANYECTBOM 3HAKOB He meHee §;

[na coumanbHOM ceTu, NoYTbl U APYTUX CalTOB HEOBXOAMMO MCNONb30BaTh pasHblie Napoaun. Torga ecam
Te6s B3/10MalOT, TO 3/1I0YMbILLIEHHWKM NOAYYaT AOCTYN TONbKO K OAHOMY MeCTY, a He BO BCe Cpasy.

3I'IeKTpOH Hble AeHbru

DNEKTPOHHbIE AEHbIM - 3TO OYEHb YA06HbIM CNOCcob NaaTexen, 04HAKO CYLLEeCTBYOT MOLEHHUKM, KOTOPble
XOTAT MOAYYMUTb 3TN AEHbIN.

DNEKTPOHHbIE AeHbrM NoABUANCH COBCEM HEJaBHO M UMEHHO M3-3a 3TOr0 BO MHOTMX rocy4apcTBax A0 CUX
Mop He NPOMMUCaHO NPO HUX B 3aKOHaXx.

B Poccum e oHM GYHKUMOHUPYIOT U O HUX YXKe MPOMNMCaHo B 3aKOHe, rae UX pa3aensioT Ha HeCKO/IbKO BUA0B
- aHOHWMHbIE N He aHOHMMHbIE. PasHMLa B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peLlaeTca
npoBoAUTb onepaunn 6e3 naeHTMdGUKauMmn Noab3oBaTeNs, a B HEaHOHUMHbIX MAeHTUMKaUMA Noib3oBaTeNs
aBnneTca ob6s3aTenbHON.

TaKxe cnefyet pasnnyatb 31€KTPOHHbIe dMaTHble AeHbrM (paBHbl FOCYAapPCTBEHHbIM BaatoTam) U
3NEKTPOHHble HepUuaTHble AeHbr (He paBHbI FOCYAapPCTBEHHbIM Ba/llOTam).

OCHOBHbIe coBeTbl N0 6e30nacHoi paboTe C 3/1eKTPOHHbIMU AEHbraMu:

MpuUBAXKKM K c4eTy MOBMAbHbIN TenedoH. ITo caMbiii yA0OHbIM U BbICTPbIA CNOCO6 BOCCTaHOBUTL 40CTYN K
cuety. NpuBasaHHbI TenedpoH NOMOXKET, eC/IN 3abyaellb CBOW NATEXKHbIM NAapo/ib UM 3aliAellb Ha CalT ¢
HEe3HaKOMOro YCTPOICTBa;

Mcnonb3yli oaHopasosble Napoau. MNocne nepexosa Ha ycuaeHHyo aBTopusaumio Tebe yxe He byaeT
YrPOXKaTb OMACHOCTb KPAXKKU UM NepexsaTa NAaTeXHOro napons;

Bblbepu cnoxHbI naposb. MNpecTynHMKam byaeT He NPOCTO yraaTbh CNOXKHbIV Naposb. HagerHble naponu
- 3TO NAapPO/IN, KOTOPbIE COAEPKAT HE MeHee 8 3HAaKOB M BKJIOYAIOT B Cebs CTPOUHbIE M NPOMNUCHbIe BYKBbI,
undpbl U HECKONIBKO CUMBOJIOB, TaKMe KaK 3HaK A01apa, PyHTa, BOCKAMULLATENbHbIA 3HAK U T.1.
Hanpumep, StROng!;;

He BBOAM CBOM INYHbIE AaHHbIE HA CaliTaX, KOTOPbIM He JOBepseLlb.

ONeKTPOHHAA No4Ta

DNeKTPOHHAasA NoYTa - 3TO TEXHONOTUA U NPeAOCTaBAAEMbIe €0 YC/Yri Mo Nepecblike U NoAYyYeHWIo
3/TEKTPOHHbIX COOBLLEHMIA, KOTOPbIE PacnpenenaTca B KOMMNbOTepHOM ceTu. OBbIYHO 3/IEKTPOHHbIM
MOYTOBbIN AWMK BbIFNAAMT CAeayoWwmm 06pa3om: UMA_MNoNb30BaTeNA@uMMA_AoMeHa. TakKe Kpome
nepegaun NPoCToro TeKcTa, UMEeTC BO3MOXKHOCTb Nepeaasath daiinb.

OCHOBHbIe coBeTbl N0 6e3onacHoi paboTe C 3/1IeKTPOHHOM NOYTOM:

Hapo Bbi6paTb NPaBM/IbHbINA NOYTOBLIN CEPBUC. B MHTEPHETE €CTb OrPOMHbIN BbI6OP BecnaTHbIX
NOYTOBbIX CEPBMUCOB, OA4HAKO /ydlle AOBEPATb TEM, KOF0 3HAELLb, U KTO NepBblii B PEUTUHTE;

He yKasblBal B IMYHOMN MoYTE IMUYHYIO MHbOpMaumio. Hanpumep, nydule BbibpaTb
"My3blKanbHbIV_¢daHaT@" nnm "pok2013" BmecTto "temal3";

Mcnonb3yii ABYX3TanHyo aBTOpM3aLmio. ITO Koraa NOMUMO Napona HYXKHO BBOAMTb KO, NpUCbIIaemMblii
no SMS;

Bbibepu cnoXHbI Naposb. 1A Kaxaoro NoYToBOro ALMKA A0KEH ObITb CBOM HAAEKHbIN, YCTOMYMBBIN K
B3/10MY MapoJib;

Ecnn ecTb BO3MOMKHOCTb HanMcaTb CaMOMY CBOM JINYHbINA BONPOC, UCMO/b3YI 3Ty BO3MOMKHOCTb;
Mcnonb3yii HECKONIbKO MOYTOBbIX ALLMKOB. [epBblii 415 YaCTHOM NepPenmcKy C agpecaTamm, KOTOPbIM Tbl
AoBepseLb. ITO 3/IEKTPOHHbBIN agpec He HaZLo UCMOAb30BaTb MPU PETUCTPALLMM HA GOPYMAX U calTax;
He oTKpblBali dpalinbl U ApyrMe BAOKEHWNA B MUCbMaX, AaKe eC/IM OHU NPULLAM OT TBOUX Apy3eit. Jlydwe
YTOYHM Y HUX, OTNPABAAAN N OHU Tebe 3Tn daiinbl;



8. Tocne okoHYaHWA paboTbl Ha MOYTOBOM CEpPBUCE Nepes 3aKpbITUEM BKAAAKM C CAUTOM He 3abyab HaXKaTb
Ha "Bbiti".

KnbepbynnuHr unu sBupTyanbHoe U3aeBaTeibCTBo

KnbepbynnuHr - npecnegoBaHme cOObOLWEHNAMM, COAEPKALLMMM OCKOPOAEHUNSA, arpeccuto, 3anyrmpaHue;
XY/MTaHCTBO; couMasibHoe BOMKOTMPOBAHME C MOMOLLLbIO PA3INYHbIX MUHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTbl N0 6opbbe ¢ KNbepbynnnMHrom:

1. He 6pocalicsa B 60i. Jlyywnit cnocob: NOCOBETOBATLCA KaK cebsa BECTU U, C/IU HET TOTO, K KOMY MOXHO
06paTUTbCA, TO BHaYase YCroKouTbes. Ecam Tbl HauHeWwb oTBeYaTb OCKOPHAEHUAMM HA OCKOpPHAEeHUS, TO
TO/bKO ellle bonblie pasoxKellb KOHGAUKT;

2. Ynpasnai cBoen KnbeppenyTtaumen;

AHOHUMHOCTb B c€TU MHUMaA. CyLLecTBYOT cnocobbl BbIACHWUTb, KTO CTOMT 3@ aHOHUMHbIM aKKayHTOM;

4. He cTOWT BECTM XY/IUTAaHCKNI 06pa3 BUPTYaibHOW XKN3HWU. IHTepHET duUKCUpyeT BCe TBOU AEUCTBUA U
COXpaHsAeT UX. Yaanutb ux byaeT KpaiHe 3aTpyAHUTENbHO;

5. Cobntogait cBOK BUPTYa/ibHYIO YECTb CMOJIOAY;

6. WrHopupyi eaMHUYHbIN HeraTue. OQHOPa30Bble OCKOPOUTENbHbIE COOBLLEHWNS NyYLLE UTHOPUPOBATb.
O6bIuHO arpeccua NpeKkpallaeTca Ha HayaabHOoM cTaguuy;

7. bBaH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMW COOBLLEHNAMM, B COLMANBHBIX CETAX ECTb
BO3MOXHOCTb 6/IOKMPOBKM OTNPABKKN COOBLLEHWNI C onpeae/ieHHbIX aapecos;

8. Ecau bl cBUAeTenb KnbepbynnuHra. TBom AeNCTBUA: BbICTYNUTb NPOTUB Npec/ieaoBaTena, NoKa3aTh emy,
YTO ero AenCTBMA OLEHNBAIOTCA HeraTUBHO, NOAAEPKATb KEPTBY, KOTOPOM HYXKHa NcMXoaornyeckan
MOMOLLLb, COOBLLUTL B3POC/IbIM O GaKTE arpecCMBHOIO NOBEAEHUSA B CETU.
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MobunbHblii TenedpoH

CoBpemeHHble cMapTOHbI M NNAHLETbI COAEPKAT B cebe BNOHE B3POC/bIN GPYHKLMOHAN, U TENEPb OHK
MOTYT KOHKYPUPOBaTb CO CTALMOHAPHbIMW KoMMbloTepamu. OaHaKo, cpeacTs 3almThl 418 NOA0OHbIX
yCTpOﬁCTB NMOKa O4YeHb Mmano. TECTMpOBaHMe N MOUCK YH3BMMOCTEVI B HUX MPONCXOAUT HE TaK UHTEHCUBHO,
KakK ana |-||'(, TO e camoe Kacaetca  MOBUNBbHbIX ﬂpM/lO)KEHMVI.
CoBpemeHHble MObUbHbIE Bpay3epbl yXKe NPaKTUYECKM AOTHANAN HAaCTOIbHbIE aHa/I0TU, O4HAKO
pacwunpeHne d)YHKLI,MOHaIIa BaeYyeT 3a cobom 60/lbLUYI-O CNOXHOCTb N MEHbLLYHIO 3alWMULLEHHOCTb.
[aneko He Bce NPON3BOANTENN BbIMYCKaOT OBHOBNEHMS, 3aKPbIBAIOLLME KPUTUYECKME YA3BUMOCTU ANA
CBOWX YCTPOWCTB.

OCHOBHble coBeTbl g1 6e3onacHOCTM MobuabHoro TenedoHa:

1. Hwudero He aBnAeTcA No-HacToAwemy 6ecnaatHbiM. Byab ocTopoKeH, Beap Koraa Tebe npeanaratot
6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbI KAKME-TO MAATHbIE YCAYTH;

2.  [Oymai, npexae yem otnpasntb SMS, ¢poTo unun Buaeo. Tbl TOYHO 3HAELb, A OHU ByAyT B KOHEYHOM

utore?

HeobxoamMmo 06HOBAATL ONEPALMOHHYIO CUCTEMY TBOETO CMapThOHa;

Mcnonb3yih aHTUBMPYCHbIE NPOrpaMmmbl A8 MOBU/bHbBIX TeNepOHOB;

5. He 3arpy»kali npunoxeHusa OoT HEU3BECTHOTO UCTOYHWMKA, BeZlb OHW MOTYT coAepKaTb BpeAoHOCHOe
nporpammHoe obecneyeHue;

6. [ocne Toro Kak Tbl BbIMAELLb C CAlTa, FAe BBOAWU IMYHYIO MHbOPMALMIO, 3141 B HACTPOWKK Bpaysepa u

yaanu cookies;

Meproamnyeckn NpoBepsai, Kakme NaaTHble YCAYTM aKTUBMPOBAHbI Ha TBOEM HOMEPE;

[asali cBoii Homep mobunbHoro TenedoHa TObKO OAAM, KOTOPbIX Tbl 3HAELb U KOMY A0BEpPAELUb;

9. Bluetooth ponxeH 6bITb BbIKNIOYEH, KOTAA Tbl UM He NoNb3yellbea. He 3abbiBait MHOTAA NPOBEPATH 3TO.
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Online urpbi

CoBpeMeHHble OHMalH-UIpPbI - 3TO KPacouyHble, 3axBaTblBalolLMe pa3sieyeHns, 06 beANHAIOLWME COTHU ThicAY
yesioBeK Mo Bcemy mupy. Mrpokun nccneayoT AaHHbIA UM MUP, 06LWAKOTCA APYr C APYFOM, BbINONHAIOT
3a[@aHUSA, CPAXKAOTCA C MOHCTPAMM U NOYYAlOT ONbIT. 33 YA0BO/IbCTBME OHW NAATAT: NOKYNatoT AUCK,
onnaynBaloT aboHEMEHT UK NPMOBPETAIOT Kakne-To Onuuu.

Bce 371 cpeAcTBa MAYT Ha NoAdepiKaHue U pa3BUTME UMPbl, @ TaKKe Ha camy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPU3aLIMM, BbINYCKalOTCA HOBbIe NaTuuM (LMdpoBble 3annaTkv ana
nporpamm), 3aKpblBaloTCA YA3SBMMOCTM CEPBEPOB.

B noa06HbIX Urpax CTOMUT ONacaTbCA He CTOJIbKO CBOMX COMEPHMKOB, CKO/IbKO KPaXku TBOEro Napons, Ha
KOTOPOM OCHOBaHa cMcTeMa aBTopM3aLumn 601bWKUHCTBA UTP.

OcHOBHble coBeTbl N0 6€30MacHOCTU TBOEro UrPOBOro aKKayHTa:

Ecnu gpyroi UrpoK BeaeT cebs naoxo Uam cosgaer Tebe HENPUATHOCTU, 3aBIOKNPYI ero B CNmncKe
UrPOKOB;

Moskanyica aaMMHUCTPATOPaM UTPbl Ha NI0X0e NoBeAEHME 3TOrO UTPOKa, XKelaTesIbHO NPUIOKUTb Kakune-
TO [lOKa3aTe/IbCTBaA B BUAE CKPUHOB;

He yKa3bIBal AMYHYIO MHOPMaLMIo B Npodaitne urpbl;

YBaxkalt gpyrmx y4aCTHUKOB MO UTpPe;

He ycTtaHaBaunBai HeoduruManbHble NAaTIN U MOAbI;

Mcnonb3yii CI0XKHbIE U pa3Hble Napony;

[axke BO BpeMSA UTPbl HE CTOUT OTK/OYaTb aHTUBMPYC. MOKa Tbl UrpaeLlb, TBOM KOMMbIOTEP MOTYT
3apasuTsb.

DULWIKHT nan KpaXa JINYHbIX AaHHbIX

O6bIYHON Kparken AeHer U JOKYMEHTOB CErofHA y*Ke HUKOro He YAUBULLb, HO C Pa3BUTUEM UHTEPHET-
TEXHOMIOMMIM 310YMbILNEHHNKM NEPEMECTUINCD B UHTEPHET, N NPOAO/IKAIOT 3aHMMaTbCA "Atobumbim”
aenom.

Tak noasBmIacb HOBas yrpo3a: MHTEPHET-MOLIEHHNYECTBA UK QULLIMHT, T/1aBHas Le/lb KOTOPOro COCTOUT B
NOJIYYEHUM KOHPUAEHUMANbHbIX AAaHHbIX NOJ/b30BaTeNel - IOTMHOB U Naponeit. Ha aHrninckom asbike
phishing untaetca Kak ¢uwmHr (ot fishing - pbibHas nosas, password - napossb).

OcHOBHble coBeTbl N0 60pbbe ¢ pumnHrom:

Cneau 3a cBOMM aKKayHTOM. Ecam Tbl Nogo3peBaellb, YTO TBOA aHKeTa bblia B3noMaHa, To Heobxoanmo
3ab10KMpoBaTh ee U CoobWNTb aAMUHUCTPATOPaM pecypca 06 3TOM Kak MOXKHO CKopee;

Mcnonb3yit besonacHble Be6-caiTbl, B TOM YNC/IE, UHTEPHET-MarasuHOB M MOUCKOBbIX CUCTEM;

Mcnonb3yii CoXKHble 1 pasHble naponn. Takum obpasom, ecam Teba B3NOMatOT, TO 3/10YMbILLIEHHUKM
noJiyyaT AOCTYN TOJIbKO K O4HOMY TBOEMY NPOPUIIIO B CETU, @ HE KO BCEM;

Ecnn Tebs B3nomanu, To HeobxoAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMBbIX, KOTopble A06aBneHbl y Teba B
OPY3bAX, 0 TOM, YTO Teba B3NOManN U, BOSMOMKHO, OT TBOETO MMeHU ByAeT paccbiNaTbCa Cnam U CCbIIKM Ha
dVLWMHrOBbIE CalThI;

YcTaHoBM HageHbIi naposb (PIN) Ha MoBbUAbHbLIV TenedoH;

OTK/tO4YM cOXpaHeHWe naponsa B bpaysepe;

He oTKpblBali dpalinbl U ApyrMe BAOKEHUA B MUCbMaX, AaXKe eCM OHM MPULLAM OT TBOUX Apy3eit. Jlyywe
YTOYHW Y HUX, OTNPABASAAM N OHU Tebe 3TK daiinbl.

Ludposas penytauma

Lindposan penyTaumsa - 3TO HEraTUBHaA WM NO3UTUBHAA MHbOPMaLMA B ceTh 0 Tebe. KomnpomeTtupytoLian
MHOpMaLMA, pa3MeLLLeHHan B MHTEPHETE, MOMKET Cepbe3HbiM 06pa3oM OTPa3UTLCA Ha TBOEW peasibHOM



*Ku3HW. "Undposan penytaumns" - aTo TBOM UMUAK, KOTOPbIA dopmupyeTcs U3 nHbopmaunm o Tebe B
WHTEpHEeTe.

TBOE MECTO KMTeNbCTBa, y4ebbl, TBOe GUHAHCOBOE NOMOMKEHUE, 0CODEHHOCTM XapaKTepa U paccKasbl O
6/1M3KMX - BCE 3TO HAKaNAMBAETCA B CETU.

MHor1e noApOCTKM IETKOMBIC/IEHHO OTHOCATCA K Ny6AMKauumn AMdYHOM MHbopmaumm B UHTepHeTe, He
MOHMMasn BO3MOXHbIX NOCAeACTBUI. Thl AaXKe HE CMOMKeLb A0rafaTbca 0 Tom, 4to poTorpadums,
pasmelleHHas 5 neT Hasag, cTana NPUYMHON 0TKasa NPUHATL Teba Ha paboTy.

KommeHTapuu, pasmelteHue TBonx doTorpaduii u apyrue encTBUA MOFYT HE MUCHE3HYTb Aae nocne Toro,
KaK Tbl UX yaanuwb. Tbl HE 3HAellb, KTO COXPaHWA 3Ty MHbOPMaLMIO, MOMana iv OHa B MOUCKOBbIE CUCTEMbI U
COXPaHWIACh 1M OHa, a INaBHOE: YTO NOAYMAIOT O Tebe OKpyXKatoLue Ntoau, KOTopble HAUAYT U YBUAAT 3TO.
HalTi nHbopmaLmio MHOrO NeT CNYCTA CMOXKET N0OO0M - KaK 13 A0OpPbIX NOBYKAEHWUIA, TaK U C HAMEPEHUEM
MPUYMHUTL BPe. ITO MOXKET ObITb KTO YrogHO.

OcCHOBHbIe coBeTbl NO 3awuTe UMPpPOBOI penyTaLum:

Moaymait, npexkae Yem YTo-To Ny6AMKOBATL M NepenaBaTb y cebs B 6/10re UAK B COLMANBHOM CETU;
B HacTpoWKkax npoduns yCTaHOBM OrpaHUYEHUA Ha NPOCMOTP TBOETo NPOGUIS U Ero COAEPKUMOTO,
caenan ero Tonbko "ana apysein”;

He pasmeLllait 1 He yKasbiBallt MHGOPMALMIO, KOTOPAA MOXKET KOro-IMbo ocKopbaaTb KM 06MKaTb.

ABTOpPCKOE NpaBo

CoBpeMeHHble LKOJ/IbHUKM - aKTUBHbIe No/ib30oBaTeN UndpoBoro npocTpaHcTea. OgHaKo AaneKo He Bce
3HalOT, YTO NOJIb30BAHWE MHOTMMW BO3MOXKHOCTAMU LUndpoBoro mmpa TpebyeT cobnogeHns npas Ha
WHTENNeKTya IbHY0 COBCTBEHHOCTD.

TepMuH "MHTENNEeKTyanbHaA COBCTBEHHOCTL" OTHOCUTCA K Pa3/INYHbIM TBOPEHUSAM YE/TOBEYECKOTO YMa,
HauMHaA C HOBbIX N300peTEHNIN U 3HAKOB, 0D603HAYaKOLLMX COBCTBEHHOCTb Ha NPOAYKTbI U YCAYTK, U
3aKaHuMBas KHUramu, potorpadmamm, KWUHOGUAbBMAMMU U My3bIKaNbHbIMU NMPOU3BEAEHUAMM.

ABTOPCKME NpaBa - 3TO NPaBa Ha MHTE//IEKTYa/IbHYI0 COBCTBEHHOCTb HA MPOM3BEAEHUS HAYKK, IUTEPaTypbl U
MCKyccTBa. ABTOPCKME NpaBa BbICTYNAOT B KAYECTBE rapaHTUM TOTO, YTO MHTENNEKTYa/IbHbIN/TBOPYECKUIA
TPyZ4 aBTOpa He ByAeT HanpacHbIM, AACT eMy CrpaBes/IMBble BO3MOXKHOCTM 3apaboTaTb Ha pesy/ibTaTax
CBOEro TPyAa, NOJyYnTb U3BECTHOCTb U MpU3HaHWe. HUKTO 6e3 paspeLleHns aBTopa He MOXKET
BOCMPOW3BOAMUTb Er0 MPON3BEAEHME, PACNPOCTPAHATL, NYBANYHO LEMOHCTPMPOBATL, NPOAABaTh,
MMNOPTUPOBATb, NMYCKaTb B NPOKAT, Ny6/MYHO MCNONHATbL, MOKAa3bIBaTb/UCNOAHATL B 3dMpPe UAM pasMmeLLaTh B
MHTepHeTe.

Mcnonb3oBaHue "nuMpaTckoro” nporpaMmHoro obecneyeHns MoxKeT NPUBECTU K MHOTUM PUCKaM: OT NoTepu
[JaHHbIX K TBOMM aKKayHTam A0 610OKMPOBKM TBOETO YCTPOWCTBA, rAe YCTaHOB/IEHA HeleraibHas NporpaMmma.
He cTouT TakKe 3abblBaTb, YTO CYLLECTBYIOT erabHble U 6ecnaaTHblie NPOrpaMmbl, KOTOPbIE MOXKHO HAlTK B
cetu.



